
Is Your Business at Cyber Risk?

Penrose Business Association - Cyber Risk Breakfast 
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•

•

•

•

•

•



About Lucidity

• established in 2003 

• high-quality security-focused solutions cost-effective for 

small and medium-sized businesses

• award-winning Microsoft Partner 

• 150 customers across NZ 

•
strong subject matter expertise 

L u c i d i t y  a s p i r e s  t o  b e  y o u r  t e c h n o l o g y  p a r t n e r  

o f  c h o i c e  t h a t  e n a b l e s  m o d e r n  w a y s  o f  w o r k i n g



Introduction

•

It’ll never happen to us. We are small

•

possess valuable information but may lack the robust 

security



Introduction

•

• Financial

• Reputational

• Data Loss intellectual property may be 

leaked

• Technical Damage  

• diverts significant time and effort from normal business 

• Stress



Introduction

•

•

•

•

•



The Statistics

•

• reported

•



Reported losses in NZ
Q4 2023 - CERTNZ

•

•



Size of losses
Q4 2023 - CERTNZ

•

•



Top incidents affecting businesses
Q4 2023 - CERTNZ

128 incidents (7%) reported to CERT NZ 

specified that they affected organisations.

Phishing & credential harvesting far out in front.

1. Phishing and credential harvesting

2. Scams and fraud

3. Unauthorised access

4. Website compromise

5. Other

6. Ransomware

7. Malware

8. Botnet traffic

9. Suspicious network traffic



No city or sector is safe
Q4 2023 - CERTNZ

Of the 128 reports affecting organisations, the finance and 

insurance sector accounted for 38% - a considerable margin!



If the worst happens

• shutdown and call your IT 

provider/team immediately. 

• Call your insurer –

• create an incident response team



Protecting your business

via Phishing/Credential 

Harvesting



Protecting your business



Using a framework to guide you – Essential Eight (AU)
Others Include: CERTNZ (basic guidance), CIS, NIST

1. Application control To prevent unauthorised applications from running on your systems

2. Patch applications To keep your apps up-to-date with the latest security patches

3. Configure Microsoft Office macro settings To protect your systems from malicious macros hidden inside commonly used files

4. User application hardening To make applications more secure against attacks

5. Restrict administrative privileges To reduce the risk of unauthorised access to your systems

6. Patch operating systems To keep your operating systems stable and secure against vulnerability exploitation

7. Multi-factor authentication To add one or more layers of security before a user can log in

8. Regular backups To ensure that you have a copy of your data in case it is lost or corrupted

Maturity Level 0

The control is not being implemented at all.

Maturity Level 1

The control is partially implemented but there are 

significant gaps.

Maturity Level 2

The control is implemented but has some areas for 

improvement.

Maturity Level 3

The control is effectively implemented without 

significant gaps.

•

•



Is cyber insurance worth considering?

• According to an Aviva Insurance survey, cyber events are:

• 67% more likely than physical theft

• 400% more likely than a fire

• Yet most companies are not insured for the risk

• Cyber insurance not only helps with the financial impact, but also:

• Response, recovery and legal

• Greatly reducing stress on your business.

• What insurers are looking for at a minimum:

• Multi-Factor Authentication

• 3 copies of all backups – production data, backup set, offline backup set



Easy Wins

• Lock your machines when you get up and walk away – we'll show 

you why next...

• Make sure you have backup – including M365 backup

• Turn on MFA for ALL users

• Have a disaster recovery plan

• Look into cyber insurance

• Passphrases rather than passwords



Live Demo: Rubber Ducky

•
o

o



Exclusive Offers for PBA Members

•



Questions?



Contact

mailto:info@lucidity.co.nz
http://www.lucidity.co.nz/
https://www.facebook.com/LucidityCloudServices/
https://www.linkedin.com/company/lucidity-cloud-services/
https://www.lucidity.co.nz/


References

•

•

•

https://www.cert.govt.nz/
https://www.cert.govt.nz/assets/CERT-NZ-Q3-2023-Data-Landscape-Report-V2-NON-EMBARGO.pdf
https://www.cert.govt.nz/assets/CERT-NZ-Q3-2023-Data-Landscape-Report-V2-NON-EMBARGO.pdf
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
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